IMamsaTKa 19 o0y4arommxcs 00 MHPOPMALMOHHOKH 0€30MaCHOCTH JeTeil

HEJIb341

Bcem moapsin coobmiaTe CBOIO 4acTHYHO MH(pOpMALMIO (HACTOSAIIHME UMs, (aMUIIHIO,
TenedoH, aapec, HOMEp IIKOJIbI, a Takke GoTorpaduu CBOU, CBOEH CEMbU U IpY3€il);

2. OTKpBIBaTh BIOXKEHHBIE (DAMITBI SJIEKTPOHHOM MOYTHI, KOT/1a HE 3HACIIh OTIIPABUTEIS,

3. I'pyOuts, npuanpaThcs, OKa3bIBaTh AaBJICHUE — BECTH ce0sl HEBEXKIIMBO U arpeCCUBHO;

4. He pacnopsbkaiicsi JIeHbIaMH TBOEM cemMbu 0€3 paspelieHusi CTaplimx — BCerja
CIpaluBai pOINUTEIEH;

5. He Bcrpeuaiicss ¢ WHTEpHET-3HAKOMBIMH B pEAJbHOM >KM3HU — IIOCOBETYHCS CO
B3POCIIBIM, KOTOPOMY JI0BEPSECILIb.

OCTOPOXHO

1. He Bce numyt npaBay. Yurtaems o cede HempaBay B MHTepHeTe — coolum 06 3ToM
CBOMM POJUTENSM WM ONIEKYHaM;

2. llpurnamaroT mepenuchBaThCs, UTPaTh, 0OOMEHUBATHCS — MPOBEPD, HET JIH MO/IBOXA;

3. Hesakonnoe konmupoBaHnue QaitioB B UHTEepHETE — BOPOBCTBO;

4. Bcerna pacckasbiBail B3pOCHBIM O Mpo0IeMax B CETH — OHU BCEr/ia MOMOTYT;

5. Ucnonb3yil HacTpolku O€30MaCHOCTH W MPUBATHOCTHU, UYTOOBI HE MOTEPATH CBOU
aKKayHThI B COUMAIBHBIX CETSIX U APYTUX MOpTaIaXx.

MOXHO

1. VBaxail npyrux noiab3oBarenei;

2. Tlonp3yeubcsi MHTEPHET-UCTOYHUKOM — JIeJIail CChUIKY Ha HETO;

3. OTkpbIBail TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOpamarbcsi 3a NOMOUIBIO K B3POCIHBIM — POJIUTENH, ONEKYHbl U aJIMHUHUCTpAIUs
CalTOB BCETJ]a IOMOTYT;

5. Tlpoitnu obydenne Ha caiite «CeTeBUYOK» U MOTYYH NACHOPT HUPPOBOTO IpakIaHrHA!



NudopmannonHasi naMATKA 1151 00y4aIOIIUXCA
JJIsl pa3MelleHUs1 HA 0(PMIMATbHBIX MHTEPHET-pecypcax

C KaXabIM TOZ0M MOJIO/IekU B VIHTepHEeTe CTaHOBUTCS OOJIbIIE, a IIKOJIBHUKHA OJHU U3
CaMbIX AaKTHBHBIX IOJb30Baresied PyHera. Mexay TeM, IOMHMO OrpOMHOIO KOJIMYECTBA
BO3MOXkHOCTEH, IHTepHET HeceT U npoOiaeMbl. JTa MaMATKa JOJHKHA TOMOYb Tebe Oe30macHo
HaXOJIUTHCS B CETU.

Komnviomepnuie eupycoi

KoMmnbioTepHblif  BHUpYC — 93TO Pa3HOBHJIHOCTb KOMIIBIOTEPHBIX  IPOTPAMM,
OTIUYUTENFHON OCOOEHHOCTBhIO KOTOPOHM SIBJISIETCS CHOCOOHOCTH K pa3sMHOXKeHuio. B
JIOTIOJTHEHUE K 9TOMY BHPYCHI MOTYT MOBPEIUTH HIIM MOJHOCTHIO YHUYTOXHUTH BCe (Pailyibl U
JaHHbIE, MTOJKOHTPOJIbHBIE MOJB30BATENI0, OT UMEHU KOTOPOTo Oblja 3aIylleHa 3apa’keHHas
MporpaMma, a TakKe MOBPEIUTh WM JaKe YHHUUTOXKUTH ONEPAIMOHHYIO CHUCTEMY CO BCEMU
daiinamu B ienioM. B 60ibIIMHCTBE CIydaeB pacipOCTpaHIIOTCs BUPYCHI uepe3 MuTepHer.

MeToapl 3alUTHI OT BPEAOHOCHBIX MPOTPAMM:

1. Hcnonb3yii COBpeMEHHBIE ONEPAIMOHHBIE CUCTEMBI, HMEIOIINE CEPhE3HbIN YPOBEHb
3aIUTHI OT BPEIOHOCHBIX MIPOTPaMM;

2. IlocrostHHO ycTaHaBnmMBail maTdd (IUQPPOBBIC 3aIJIATKH, KOTOPHIE aBTOMATHYECKH
YCTAHABJIMBAIOTCS C LENbI0 TOPAaOOTKU MPOTpaMMbl) U Ipyrue OOHOBIIEHUSI CBOEH
omepanuoHHOW cuctembl. CkaumBaidi UMX TOJNBKO C O(UIMANBEHOTO caiiTa
paspaborunka OC. Ecnm cymecTByer pexuM aBTOMaTHUYECKOTO OOHOBIICHUS,
BKJIIOYH €r0;

3. Palotaiif Ha cBOeM KOMIbBIOTEPE MO MPaBaMH MOJIb30BATENs, @ HE aIMUHUCTPATOPA.
DTO HE TMO3BOJHT OOJBIIMHCTBY BPEAOHOCHBIX MPOTPAMM HHCTAIITUPOBATHCA HA
TBOEM MEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonb3yll aHTUBUPYCHBIC MPOTPAaMMHBIE MPOAYKTHI U3BECTHBIX MPOU3BOIUTENCH,
C aBTOMaTUYECKHUM OOHOBJIEHHEM 0a3;

5. Orpannub (HU3UUECKHI TOCTYI K KOMITBIOTEPY JJIsi TOCTOPOHHUX JIUIL;

6. Hcnonp3yil BHENIHUE HOCUTENHU WH(OpMAINK, Takue Kak Quienika, JUCK uiu ¢daii
u3 MHTepHeTa, TOIBKO U3 MPOBEPEHHBIX HICTOUHUKOB;

7. He oTkpbIBaii KOMIbIOTEpHBIC (hailyibl, MOJYYCHHBIC U3 HEHAJIC)KHBIX MCTOYHUKOB.
Jlaxxe Te ailnpl, KOTOpbIE MpHCIal TBOW 3HAKOMBIH. Jlydiie yTouHM y Hero,

OTITPABJISLJI JIU OH TeOe uX.

Cemu WI-FI
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Wi-Fi — 3To He BHUJ mepeaayu JaHHBIX, HE TEXHOJOTHS, a BCEro JIUIIb OpPEeHI, MapkKa.
Eme B 1991 rony Hunmepnanackas kommaHusi 3apeructpupoBana Openg «WECA», uto
ob6o3Haydano cioBocouetanne « Wireless Fidelity», KoTOpbIil TepeBOaUTCS Kak «OECTIpOBOIHAS
TOYHOCTBY.

Jlo Hamero BpeMeHHW aomia apyras abOpeBHarypa, KOTOpas SIBISIETCS TaKOH ke
TexHoyioruei. Oto abbpeBmarypa «Wi-Fi». Takoe HazBaHue OBLIO JaHO C HAMEKOM Ha
CTaHJApT BBICIIHNI 3ByKOBOHM TexHUKHU Hi-Fi, 4T0 B mepeBoie 03HaYaeT «BBICOKAS TOUHOCTHY.

Jla, OecriaTHBI MHTEPHET-IOCTYI B Kade, OTENsAX U a’pornopTax SBISETCS OTIMYHON
BO3MOKHOCTBIO BbIX0J1a B MIHTepHeT. HO MHOrMe skcrepThl CUMTAIOT, YTO OOLIEOCTYIIHbIE
Wi-Fi cetu He SBIISAIOTCS O€30MaCHBIMH.

CoBeThI 10 0€30MaCHOCTH MPHU paboTe B 0OIIEIOCTYMHBIX ceTsx Wi-Fi:

1. He mepenaBaii cBOIO JHMYHYIO HH(pOpMamnuio depe3 odmenoctynabie Wi-Fi cerm.
PaGoras B HUX, KenareabHO HE BBOJUTH MApPOJIM JOCTyMa, JIOTUHBI U KaKUE-TO
HOMeEpa;

2. Hcnonn3yii u OOHOBISH aHTHBUPYCHBIE IPOTpaMMbl U OpaHaMayasp. TeM caMbiM T
oOe3omnacunib ceds OT 3aKaYyKu BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkmoun dynkuuio «OO0muit moctyn k (daiimam u
npuHTepam». JlaHHas QyHKOUS 3aKpblTa MO YMOJYAaHHUIO, OJHAKO HEKOTOpHIE
M0JIb30BATEN aKTUBUPYIOT €€ JIIsl y100CTBa UCIIOJIb30BaHUs B paboTe Uiu yueoe;

4. He ucnonw3yit myonuunbiii Wi-Fi s nmepenadyu JTUYHBIX JaHHBIX, HAIPUMEp, JJIs
BBIXO/Ia B COLIMAJIbHBIE CETU WX B AJIEKTPOHHYIO TIOUTY;

5. Ucnonb3yit Tonbko 3anuiiennoe coenunenue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope Beb-aapeca BBOIM UMEHHO «https://»;

6. B moOunpbHOM Tenedone orkmoun  pynknuto  «llogkmrouenne k- Wi-Fi
apTomMaTuyeckm». He pomyckaid aBTOMAaTHYECKOTO IMOJKIKOYEHHS YCTPOMCTBA K
cerssm Wi-Fi Ge3 TBoero cornacusi.

COI/;ua.fleble cemu

CornpanbHble CETH aKTUBHO BXOJST B HAIly KHU3Hb, MHOTHE JIIOJU PaOOTAIOT U JKUBYT
TaM MOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIILTAAP]] YEJIOBEK, YTO SIBISETCS OHOM
CeIbMON BCEX JKUTENEH IIaHeThl. MHOTHE IMOJIb30BaTeNId HE MOHUMAIOT, YTO HWHQPOpPMAIIUS,
pa3MelleHHasi MU B COLIMAJIBHBIX CETSIX, MOKET OBbITh HailJIeHa U UCIOJIb30BaHA KEM YTOJIHO,
B TOM YHCJIE HE 0053aTEIBHO ¢ O1ariMu HAMEPEHUSIMH.

OCHOBHBIE COBETHI IO 0E30IMACHOCTH B COIIMAIBHBIX CETIX:
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1. Orpannub cnmucok npy3eid. Y TeOs B APY3bsIX HE JODKHO OBITh CIydallHBIX H
HE3HAKOMBIX JIIOCH;

2. 3amminai cBOIO 4YacTHYIO >kM3Hb. He ykasbpiBail maposu, TenedoHsl, aapeca, AaTy
TBOETO POXKJIEHUS U JPYIYyI0 JIMYHYIO HHPOpMalMIO. 3J0YMBIIUIEHHUKA MOTYT
UCIOJIb30BATh Jlake€ MH(OPMALMIO O TOM, KaK Thl U TBOM POJUTENH ILIAHUPYETE
IPOBECTU KAHUKYJIBI;

3. 3ammuiaii CBOIO pemyTaluio — JepXKU €€ B YHCTOTE U 3ajaBail cebe BOIpOC: XOTel
Obl Tbl, 4TOOBI JIpyrue I0JI30BAaTEIM BUJENH, 4TO Thl 3arpyxkaems? [lomymaii,
IPEKJE YEM YTO-TO ONyOIMKOBATh, HAMCATH U 3arpy3UTh;

4. Ecnu Tbl TOBOPHUILB C JIFOJAbMH, KOTOPBIX HE 3HAECIIb, HE UCIIOJIB3YH CBOE peallbHOE
UM U JIPYTYIO JMYHYI0 MH(QOPMALKIO: MUMs, MECTO KMTEIbCTBA, MECTO yueObl U
poyee;

5. U36erait pazmemienust ¢potorpaduii B UnTepHeTe, re Thl U1300pa)kKeH Ha MECTHOCTH,
110 KOTOPOM MOKHO OIpPEAEIUTh TBOE MECTOIOJIOKECHHUE;

6. Ilpu peructpanum B COLMAIBHOM CE€TH HEOOXOAWMO MCIIOJIb30BATh CIIOXKHBIE
napoJiv, COCTosALIME U3 OYKB U LU(P U ¢ KOJIMYECTBOM 3HAKOB HE MeHee §;

7. Jlnst counanbHOM CETH, MOYTHI U JPYTHX CaiTOB HEOOXOIMMO MCIOJIb30BAaTh pa3HbIe
napoiu. Torna eciau Te0st B3IOMAIOT, TO 3JI0YMBIIUIEHHUKH MOJTy4YaT JOCTYH TOJIBKO
K OZTHOMY MECTY, a HE BO BCE Cpasy.

OnekmpoHHbie OeHbeu

DJIeKTPOHHBIE JIEHBI'W — 3TO OYEHBb YIOOHBIN CIIOCO0 IIaTex ek, OJHAKO CYIIECTBYIOT

MOIICHHUKHU, KOTOPBIC XOTAT IIOJIYYUTb 3THU JCHBI'H.

9J'I€KTp0HHBI€ JCHbI'U ITIOABUINCH COBCEM HE€AABHO M MMCHHO H3-3a 3TOI'O BO MHOTHX

rocyaapCrBax 40 CHUX IIOP HEC IMPOIIMCAaHO IIPO HHUX B 3aKOHAX.

B Poccun xe oHM (QYHKUMOHMPYIOT MU O HHMX YK€ MNPOINUCAHO B 3aKOHE, I/€ HX
pa3ensoT Ha HECKOJbKO BHUJOB — AHOHUMHBIE M HE aHOHMMHbIE. PasHuna B TOM, 4TO
aHOHUMHBIE — 3TO TE€, B KOTOPBIX Pa3pelIaeTcs MPOBOJIUTH ONepanuu 0e3 HIASHTHUPHUKAIIH

II0JIB30BAaTCIIsl, @ B HC aHOHUMHBIX I/I,[[eHTI/I(bI/IKaL[I/II/I I10JIb30BaTEIs ABIJIICTCS 00513aTEIHLHOM.

Takxe ciaemyeT pa3auyarh 3JIEKTPOHHbIE (pUATHBIE JEHbIU (PaBHBI TOCYIAPCTBEHHBIM

BaJIOTaM) M 3JIEKTPOHHBIC HE(pUaTHBIE JCHBIU (HE PaBHBI TOCYIaPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 110 6€30MaCHOM paboTe C ANEKTPOHHBIMU JIEHbaMU:
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1. TlpuBsku K cueTy MOOWIBHBIN TenedoH. DTo caMblil yIOOHBIN U OBICTPBIA CrIOCOO
BOCCTAHOBHTH JIOCTYH K cueTy. [IpuBsizaHHBIA TenepOH MOMOXKET, eciiu 3a0yIemib
CBOM IUIATEKHBIN NTApOJIb WM 3alEIIb Ha CAUT C HE3HAKOMOTI'O YCTPOMCTBA;

2. Hcnonw3yit onHopa3zoBble maponu. Ilocie mepexoja Ha yCUICHHYIO aBTOPH3ALUIO
Tebe yxe He OyAeT yrpokaTb OMACHOCTh KpakM MJIM IepexBaTa IUIaTeKHOTO
1apoJIs;

3. Boibepu cnoxublii mapons. [IpectynHukam OyneT He NMPOCTO yrajaThb CIIOXKHBIH
naposb. HagexxHble naponu — 3T0 apoiu, KOTOpPbIE COAEPKAT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B Ce0sl CTPOYHBIE M MPONUCHBIE OYKBbI, HU(PBI U HECKOJIBKO CUMBOJIOB,
TakMe KaK 3HaK joiuiapa, (yHTa, BOCKIMLIATENbHbIM 3HaK W T.n. Hampumep,
$tROng!;;

4. He BBOIM CBOM JIMYHBIE JaHHbIE HA CaiiTax, KOTOPHIM HE JIOBEpsCLIb.

Qﬂekmpomtaﬂ nouma

DJIEKTPOHHAs MOYTa — 3TO TEXHOJIOTUS U MPEIAOCTABISEMbIE €10 YCIYTH IO MEePEChUIKE
U TOJYYEHUIO AJIEKTPOHHBIX COOOIICHHI, KOTOPhIE PACIPEACIISIIOTCS B KOMIBIOTEPHON CETH.
OO0bBIYHO 3JIEKTPOHHBIN MOYTOBBIN SITITAK BBITJISIITUAT CIEIYIOLIAM o0OpazoM:
UMs_TIOJIh30BaTEeIII(@UMS_JTIoMeHa. Takke KpoMe TMepeladyd IPOCTOro TEKCTa, HMeeTcs
BO3MOJKHOCTbD TTepeiaBaTh (paiiibl.

OcHOBHBIE COBETHI IO 0€30MacHOM paboTe C IEKTPOHHON MOYTOM:

1. Hago BbIOpaTh mpaBHIIBHBIN MOYTOBBINM cepBuc. B HHTepHeTe ecTh OTrpoOMHBIN
BBIOOp OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JyYIlle JIOBEPSATh TEM, KOTO
3HACIIb U KTO NEPBBII B PEUTHHTE;

2. He yxa3piBail B 1MuHOM mourte JauuHyro uHpopmanuo. Hampumep, aydiie BoIOpaTh
«MY3bIKaNbHBIN _(hanat@» nnn «pok2013» BmecTo «temal3y;

3. Ucnonp3yil NBYXATAaHYIO aBTOPHU3alMI0. OTO KOTJa TOMHMO TMApoJs HYXHO
BBOJIUTH KOJI, MPUCHIIaeMbIil 0 SMS;

4. BpiOepu CIOXHBIA Mapoib. s KakJ0ro MOYTOBOTO SIITUKA JOJKEH OBITH CBOM
HAJIC)KHBIM, YCTOWYHUBBIN K B3JIOMY I1apOJIb;

5. Ecaum ecTh BO3MOKHOCTH HANMCaTh CAaMOMY CBOM JIMYHBIA BOIPOC, UCTOJIB3YH 3Ty
BO3MOYHOCTb;

6. Vcnonb3yil HECKOJBbKO TOUYTOBBIX SIIIUKOB. [lepBbIN i1 4acTHOW MEpEenucKu ¢
ajgpecataMu, KOTOPBIM Thl JOBEpsiellb. IJTO DJIEKTPOHHBIA aJpec HE HaJlo
UCIIOJIb30BATh MPHU PETUCTpaliui Ha GopyMax U caiTax;

7. He oTkpwiBaii ¢aiiiabl U apyrue BIOKEHUS B MUChMax JaXXe €CJIM OHHM MPHUIIUIA OT
TBOUX JApy3eil. JIydiie yTouHu y HUX, OTIIPABIISLIA JTU OHU TeOe 3Tu (pailiibl;

8. Ilocne oxoH4aHusi pabOTHI HA MOYTOBOM CEPBHUCE Iepei 3aKPHITHEM BKIAJIKH C

caiftom He 3a0yb HaXKaTh Ha «BBIATIY.
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Kubepbynnune unu supmyanvroe uz0eeamenbcmeo

KuGepOymnmuur — mpecienoBaHue COOOUICHUSIMHU, COJAEPX AIIUMH  OCKOpPOJICHHUS,

arpeCCuro, 3allyruBaHue; XyJIuTranCTBO, COONAJIbHOC 60ﬁKOTHp0BaHHC C IIOMOIIBIO PA3JINYHBIX

HHTCPHCT-CCPBUCOB.

OcHOBHBIE COBETHI IO 60pPHOE ¢ KHOEPOYITHHTOM:

1.

He Opocaiicst B 60#. JIyumuii cnoco0: MOCOBETOBATHCS Kak ceOsl BECTU U €CIU HET
TOr0, K KOMy MOYKHO OOpaTUThCS, TO BHayajue YyCIOKOUThCA. Eciu Thl HauHelb
OTBeYaTh OCKOPOJEHUSIMU Ha OCKOpPOJICHHS, TO TOJBKO eIlle OoJblle pa3oxiKellb
KOH(JIUKT;

VYnpasindii cBoeil kubeppenyTanmei;

AHOHUMHOCTh B ceTM MHHUMasd. CylIecTBYIOT CIOCOOBI BBISICHUTBH, KTO CTOMT 3a
AHOHUMHBIM aKKayHTOM;

He crout Bectu Xyiuranckuii o6pa3 BupTyaidbHOW x)u3HU. MHTEepHET (pukcupyet
BCE TBOM JICHCTBUA U COXpAHSET UX. Y IaJUTh UX OyJeT KpailHe 3aTpyJHUTENbHO;
Coburonait cBOM BUPTYaIbHYIO YECTh CMOJIOAY;

Urnopupyit eauHuunbiii HeratuB. OIHOpa30BbIE OCKOPOUTEIbHBIE COOOIICHUS
Jy4iie urHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcs Ha HadyalbHOW CTaNH;

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSMH, B
COLIMANIBHBIX CETAX €CTh BO3MOYKHOCTb OJIOKHPOBKM OTHPAaBKU COOOUIEHUH C
OIPEJECIIEHHBIX aJ]PECOB;

Ecnu Tb1 cBumerens kuOepOysumHra. TBOM JEHCTBHS: BBICTYNIUTh IPOTHB
npeciefoBarens, MoKa3aTh €My, YTO €ro JCHCTBUS OLIEHMBAIOTCS HETaTHUBHO,
NOJJIEPKaTh JKEPTBY, KOTOPOM HY)KHa IICHUXOJIOTMYECKasl MOMOIb, COOOUIUTh
B3pOCIBIM O (DaKTe arpeCCUBHOIO TIOBEICHHS B CETH.

Mobunvusiii menegon

CoBpeMeHHBIC CMapThOHBI W IUIAHIIETHl COJEPKaT B ceOe BIIOJHE B3POCIHBIN

GyHKIIMOHAN, WU TEeNepb OHHM MOTYT KOHKYPHUPOBAaTh CO CTAI[MOHAPHBIMH KOMITBIOTEPAMHU.

OpmHako CpeACTB 3aIUTHI JJIsI MOJJOOHBIX YCTPOUCTB MOKAa OUYEHB Majlo. TeCTUpOBaHUE U MTOUCK

YHSBHMOCTCﬁ B HUX IMPOHUCXOJUT HEC TaK MHTCHCHUBHO, KaK IJIA HK, TO K€ CaMO€ Kacac€TCa U

MOOMIIBHBIX TIPUIIOKEHUH.

COBpeMeHHBIG MOOMJIbHBIE 6pay3ep},1 YKC€ MPAaKTUYCCKU NOTHAaJIM HACTOJBbHBIC aHAJIOTH,

OAHAKO paCIIupCHHUC (bYHKHI/IOHaJ'Ia BJICYCT 3a CO0Oi 60J'H)IHYI'O CJIO)KHOCTb M MCHBIIYIO

3alUIIEHHOCTb.
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Jlaieko He BCe MPOW3BOJUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIONINE KPUTHICCKHE
YSA3BUMOCTH ISl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI /I 0€30IMaCHOCTH MOOMJILHOTO TeedoHa:

1. Huyero He sBNsieTCS TO-HACTOsIIEMY OecIuiaTHBIM. bynb ocTOpoKeH, Belb Korja
TeOe TpemIaraloT OeCIUIaTHBI KOHTCHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO
MJIaTHBIC YCIYTH;

2. Jlymaii, mpexje 4yeM oTrpaButb SMS, ¢poTo wim Buaeo. Thl TOUHO 3HACIID, T/I€ OHU
OyAyT B KOHEYHOM UTOTE?

3. HeoOxoammo 0OHOBISTH OMEPAITMOHHYIO CHCTEMY TBOETO cMapT(hoHa;

4. Vcmonp3yit aHTUBHPYCHBIE IPOTPAMMBI JIJII MOOMIIBHBIX TeIE(OHOB;

5. He 3arpyxkail mnpWIOKEHHs OT HEHU3BECTHOTO MCTOYHHWKA, BEIb OHH MOTYT
COJIEpKaTh BPEIOHOCHOE MPOTPAMMHOE 00ECIICUEHNE;

6. Ilocie Toro kak Thl BBIAJEIIH C CaiiTa, T/IC BBOAMWI JIMIHYIO HH(DOpMAIUIO, 3aii B
HACTPOWKHU Opay3epa u yJaanu cookies;

7. lTlepwoguueckw TpoOBepsd, KakWe IUIaTHBIE YCIYyTd AaKTHBHPOBAaHBI Ha TBOEM
HOMEDE;

8. JlaBaii cBOii HOMEp MOOWIBHOTO Tene(oHa TOJIBKO JIFOISIM, KOTOPHIX ThI 3HACHIH U
KOMY JIOBEPSICIIIb;

9. Bluetooth momkeH OBITH BHIKIIOYEH, KOTJa Thl MM HE ToJb3yembcs. He 3a0biBaii
WHOT/Ia TIPOBEPSTH 3TO.

Online uepwvi

CoBpeMEHHBIE OHJIAMH-UTPBl — OJTO KpacO4YHbIC, 3aXBATHIBAIOIME PAa3BIICUCHUS,
0OBEAMHSIONINE COTHU ThICAY YEJIOBEK M0 BceMy MHUpY. Urpoku UcClenyoT JaHHBIM UM MHUP,
00IIal0TCs APYT € APYrOM, BBIOIHSIOT 33aHUs, CPAXKAIOTCS C MOHCTPAMH U MOJIY4atOT OIBIT.
3a yIOBOJBCTBHE OHU IJIATST: MOKYNAIOT TUCK, OIJIAYMBAIOT aOOHEMEHT WJIU MPHOOpPEeTaroT
KAKHe-TO OIIIHH.

Bce st cpeactBa Mayr Ha NOAACP)KAHME U pa3BUTHUE HIPBL, a TAKXKE Ha camy
0€30I1aCHOCTh: COBEPIIEHCTBYIOTCS CHUCTEMBbl AaBTOPH3AIMM, BBITYCKAIOTCS HOBBIE IaT4H
(urdpoBbIe 3a1IaTKHU AJIs1 IPOrPaMM), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTOUT OIMacaTbCsa HE CTOJBKO CBOHUX COIICPHUKOB, CKOJIBKO KpaKu

TBOCT'O MMapoOJisd, HAa KOTOPOM OCHOBAaHA CHUCTCMA aBTOPHU3aAI[UU OONBIIMHCTBA urp.

OcHOBHBIE COBETHI 110 O€30MACHOCTH TBOETO UTPOBOTO aKKAyHTA!
1. Ecnu npyroii urpok BemeT ce0si IJIOXO0 WM co3daeT TeOe HEempusSTHOCTH,
3a0JIOKUPYH €T0 B CITUCKE UTPOKOB;
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No ok ow

[loxanylica agMUHHACTPATOpPaM HWIPBI Ha IUIOXO€ IIOBEIACHUE 3TOI0 HIPOKa,
JKEJIATENbHO MPUIIOKUTH KAKHUE-TO T0KA3aTEIbCTBA B BUAEC CKPUHOB;

He yka3piBait muanyro uHbopMaImio B mpodaiiie urpsi;

YBaxkal Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeopuuuanbHble TaTYU U MOJIBI;

Hcrons3yi CI0KHBIE U Pa3HbIE IApOJIN;

Jlaxxe BO BpeMsl UIpbl HE CTOMT OTKJIIOYaTh aHTUBHUpYC. Iloka Thl urpaemib, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

Duwune unu Kpaoica Tu4HblX OAHHbBIX

OOBIUHOM Kpa>1<e171 JACHCIT U INOKYMCHTOB CCTOAHSA YXXC HHUKOI'O HC YIWBHIIL, HO C

pasBUTUCM I/IHTepHCT-TGXHOHOFI/Iﬁ 3JIOYMBIIIUVICHHUKA TICPECMCCTHIINCE B I/IHTepHeT, u

MMpOoaOJIKAIOT 3aHUMATBLCS «JTIOOMIMBIMY JACJIOM.

Tak nmosiBUnachr HOBas yrpo3a: HHTCPHCT-MOIICHHUYCCTBA HUIIHU (1)I/II_HI/IH1“, I’1aBHas 1L CJIb

KOTOPOTro COCTOUT B MOJYYCHHUH KOHCI)I/II[CHI_[I/IEU'IBHBIX JaHHBIX MMOJIL30BaTEeNIC — JIOTMHOB M

naposeil. Ha anrnuiickoM si3pike phishing unraercst kak ¢pummHr (ot fishing — peiOHas noBs,
password — mapoJib).

OcHoBHBIE COBETHI 110 6OPHOE ¢ HUITMHTOM:

1.

Cnenu 3a cBOMM akkayHTOM. Ecnu Thl mojo3peBaellb, YTO TBOSA aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATh €€ M COOOIIMTHh aJIMHUHHUCTpATOpam
pecypca 00 3TOM Kak MOKHO CKOpEe;

Wcnonb3yii Oe3omacHble BeO-cailThl, B TOM YHUCJIE€ WHTEPHET-Mara3uHoB U
MOMCKOBBIX CHCTEM;

Hcrnonb3yii cloXHbIE U pa3HbIe Mapoiau. Takum o0pa3om, eciiu Tedsi B3IIOMAIOT, TO
37IOYMBIIJIEHHUKHU TOJIyYaT JOCTYH TOJBKO K OJHOMY TBOEMY MPO(UIIIO B CETH, a
HE KO BCEM;

Eciu 1ebs B3710Manu, TO HEOOXOAMMO MPEIYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE JT00aBJICHBI Y TE€OS B JIPY3bSX, O TOM, YTO T€Os B3JIOMAaU U, BO3MOXHO, OT
TBOETO UMEHU OyZIeT pacChlIaThCs CIIaM M CChUIKU Ha (DPUIIUHTOBBIE CANTHI;
VYcranoBu HaznexHsbli napoib (PIN) Ha MoOUIIbHBIHN TenedoH;

OTKIII0YM COXpaHEHHE MapoJisi B Opaysepe;

He otkpeiBaii ¢aiinel 1 Apyrue BIOKEHUS B MUCbMAax Ja)Ke €CIM OHU MPUIIUIA OT

TBOMX Jpy3eil. JIydie yTouHu y HUX, OTHPABIISUIA JIH OHHU TeOe 3TH (Paitibl.

Lugposas penymayus
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[{udposas penmyranus — 5TO HETaTUBHAS WM MO3UTHBHAsI HHPOpPMAIHs B ceTH O Tebe.
Komnpomerupyromas nadopmanusi, pazmeniennas B IHTepHeTe, MOXKET Cephe3HBIM 00pa3oM
OTPa3UThCS Ha TBOEH peanbHOU ku3HH. «{udpoBas pemyTarus» — 3T0 TBOH UMHJIK, KOTOPBIHA
dbopmupyetcs u3 uadopmaiuu o Tede B inTepHere.

TBoe MeCcTO JKHUTENIbCTBA, Yy4eObl, TBO€ (MHAHCOBOE TMOJOXKEHUE, OCOOCHHOCTU
XapakTepa M pacckas3bl 0 OJU3KUX — BCE 3TO HAKAILJIUBACTCS B CETH.

MHorue moapOCTKH JETKOMBICIICHHO OTHOCATCS K MyOJUKAIMK JTHIHOW HHPOPMAITUHU B
WNuTepHeTe, He MOHUMAs BO3MOYKHBIX ITOCJICCTBAN. ThI Tayke HE CMOXKEIIb TOTAIAThCS O TOM,
gyro Qororpadus, pa3MelIeHHas S5 JeT Hazajl, craja NMPUYMHOW OTKa3a NpPUHATH TeOs Ha
pabory.

KomMmenTapuu, pasmemienue TBoux ¢oTorpaduii u Apyrue JeHWCTBUS MOTYT HE
UCYE3HYTh JaXKe€ IOCJe TOro, Kak Thl MX YJAJIHWIIb. Thl HE 3HACIIb, KTO COXpPaHWI 3Ty
uH(pOpMaIMIo, ToTaia JIM OHA B MOMCKOBBIE CUCTEMbI U COXPaHMWJIACH JIM OHA, a TJIaBHOE: 4TO
MOAYMAIOT O Te0e OKpYI)Karollee JIt0U, KOTOpPhle HaWIyT U YBUAAT 3T0. Haittu undopmaiuio
MHOTO JIET CIIYCTSI CMOXET JI000W — Kak W3 J0OpBIX MOOYXKIEHHH, TaKk U C HaAMEpEHUEM
NPUYUHHUTD Bpel. ITO MOXKET ObITh KTO YT'OJTHO.

OcHOBHBIE COBETHI 10 3aLIUTE HU(PPOBOI penyTaluu:

1. Tlomymaii, mpexje 4eM 4YTo-TO IyOJIMKOBaTh W INepenaBaTh y ce0s B Oiore wiu B
COILIMAJILHOM CETH;

2. B nactpoiikax mpoduis yCTaHOBH OTPaHUYEHHS Ha MPOCMOTP TBOETO Mpoduis u
ero COICPIKUMOTO, CCNAl €Tr0 TOIBKO «IUIS APY3Ei»;

3. He pa3memait u He yka3piBail HH()OpPMAIIHIO, KOTOPast MOXKET KOro-JIu00 0CKOPOIAThH
WA OOVIKATh.

Aemopckoe npaso

CoBpeMeHHbBIE IIKOJBHUKA — AKTHUBHBIC IOJH30BATENM ITU(GPOBOrO MPOCTPAHCTBA.
OpHako JaneKko He BCE 3HAIOT, YTO MOJIb30BAaHUE MHOTMMH BO3MOXKHOCTSIMU IIU(PPOBOTO MHUpa
TpeOyeT coOMI0ACHHSI TPAaB HA UHTEIIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMI/IH CMHTCJUICKTYAJIbHAA COOCTBEHHOCTB» OTHOCHTCS K pPa3iInYHbIM TBOPCHUAM
YCJIOBCUCCKOI0 yma, HaYWHasA C HOBBIX I/I306peTeHI/II71 U 3HAKOB, 0603Haqa101111/1x
COOCTBEHHOCTh Ha NpOAYKTBI W YCIIYI'M, MW 3aKaH4YMBaA KHHUI'dMWH, (bOTOFpa(l)I/ISIMI/I,

KHHO(bHHBMaMH N MY3BbIKAJIbHBIMHU ITPOU3BCACHUAMMU.
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ABTOpCKME TMpaBa — O3TO IIpaBa Ha HHTEIUJIEKTYaJbHYI0O COOCTBEHHOCTh Ha
MIPOU3BEICHUS] HAyKH, JIUTEPATYPhl U UCKYCcCTBA. ABTOPCKUE IMpPaBa BBICTYMAIOT B KaueCTBE
rapaHTUU TOTO, YTO MHTEIIEKTYaJIbHBIN/TBOPUECKUN TPy aBTOpa He OYJET HAMpPacHbIM, J1acT
€My CIIpaBe/UIMBbIE BO3MOXXHOCTHU 3apaldoTaTh Ha pe3yibTaTax CBOEr0 TpPyAa, MOJIYyYUTh
M3BECTHOCTh M mpu3HaHue. Hukto Ge3 paspelieHus aBTOpa HE MOXKET BOCIPOU3BOJUTH €ro
MIPOU3BENICHHE, PACIIPOCTPAHATH, MyOJUYHO JAEMOHCTPUPOBATH, MPOAABATH, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOIMYHO HCIIONHSATH, MOKAa3bIBAThH/UCIIOIHATH B dQUpe WIK pa3MeliaTh B
HNnrepHere.

Hcnonp3oBanue «IHUPATCKOro» IMpPOrpaMMHOTO oOecrieueHusT MOIKET IMPpHUBCCTU K
MHOI'MM pHUCKaM: OT IIOTCPpU JAHHBIX K TBOUM dAKKAayHTaM 10 6J'IOKI/IpOBKI/I TBOCTO YCTPOﬁCTBa,
rac yCTaHOBJICHA HCJICTAJIbHAA IIporpaMma. He crout Takxe 3216BIBaTB, 4TO CYHICCTBYCT
JIETaJIbHBIC B OCCIIaTHEIC nporpaMmbl, KOTOPBIC MOKHO HaAWTH B CETH.

O nopmane

CereBHYOK.p) — TBOM TIJIABHBIM COBETYMK B CETHU. 3JECh Thl MOXKEIIb y3HATH O
0€30MaCHOCTH B CETH MOHSTHBIM U JOCTYITHBIM SI3BIKOM, a TIPU BOSHUKHOBEHUU KPUTHUUECKOU
CUTYallud OOpaTUTHCS 32 COBETOM. A TakkKe MPHUHITH y4acTHE B KOHKYpCax U CTaTh CaMbIM
M (POBBIM FpaKTaHUHOM!
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